	


Appendix O

Generic Requirement for Business Applications

	


O. Generic Requirements for Business Applications

O.1
Requirements to Be Addressed in Systems and Applications

In today’s electronic workplace, UNPOs must begin to ensure that recordkeeping functionality is in place, to meet business and legal requirements. By identifying the recordkeeping requirements, the UNPOs will be able to:

· Use the specifications in tender documentation

· Provide baseline requirements to evaluate record keeping functionality in business applications

· Review and assess current business applications in the UNPOs

The issue of building specific requirements for business systems is currently gaining attention as organizations understand the need to capture information from those systems.  At the present time, there are few resources available to reference as best practice.  State Records of New South Wales issued its Recordkeeping in Brief Advisory notice in April 2005: Checklist for Assessing Business Systems which provides
 an overview of its approach.  The National Archives of Australia is currently developing its Functional Specifications for Recordkeeping Functionality in Business Information Systems (BIS) Software (known and the BIS Specifications or BIS).  The publication is scheduled for release this summer (2005).

Given the limited resources available as reference at this time and in order to define the functional requirements to be applied to Business Systems and Applications we have used ISO 15489 as a base

Where business systems retain records they must be able to be shown to support the following requirements:

· Reliability: The reliability of the system should be documented by creating and maintaining records of systems operation.  

· Integrity: Control measures such as access monitoring, user verification, authorized destruction and security should be implemented to prevent unauthorized access, destruction, alteration or removal of records.  These controls may reside within a records system or be external to the specific system. UNPOs will have to prove that any system malfunction, upgrade or regular maintenance does not affect the records integrity

· Compliance.  

· The system must be in compliance with the business and regulatory requirements which govern the UNPOS.

· The design and operation of business systems must systematize the creation, maintenance and management of UNPO records

· The system must have accurately documented policies, assigned responsibilities and formal methodologies for its management

· The system must capture and contain complete and accurate representations of all transactions that occur in relation to a particular record

· Consideration must be given to the storage media handling procedures and storage systems.

· The system and applications must be designed so that records remain authentic, reliable and useable throughout system changes, format conversions, migration between hardware and operating systems or software applications, for the entire period of their retention 

· Systems and applications must provide timely access and retrieval of records needed in the continuing conduct of business

· Systems should apply controls on access to ensure that the integrity of the records is not compromised through audit trails or other methods to demonstrate that records were protected from unauthorized use or access

· Business systems and applications should facilitate the application and implementation on records retention and disposition.  

· Comprehensiveness

· Systematic

As specified in the standard the business systems which create records should:

· Routinely capture all records within the scope of the business activity it covers

· Organize records in a way that reflects the business processes of the records’ creator

· Protect the records from unauthorized alteration or disposition

· Routinely function as the primary source of information about actions that are documented in the records and

· Provide ready access to all relevant records and related metadata

The key activities to be supported by the system are:

· Records capture: capture records by assigning them unique identities and attributing brief descriptive information to them, such as a title and date

· Registration

· Classification: arrange records into categories based on the business activities they document, as a means of facilitating record control, retrieval, disposal and access 

· Indexing: establishing access points to facilitate record retrieval

· Access and copy monitoring: assigning and implementing rights or restrictions that protect records against unauthorised or inappropriate use or access

· Tracking: monitoring record use to ensure no inappropriate use occurs and an auditable record of use is maintained

· Disposal: utilising disposal authorities, linking disposal periods to records, triggering any required disposal actions, reviewing any history of use to confirm or amend disposal status and maintaining an auditable record of disposal (retention, destruction or transfer) actions

· Retention and disposition

· Storage: appropriately maintaining records in consideration of their form, use and value for as long as they are legally required

· Searching, retrieval and rendering: making records available as corporate information resources; identifying and presenting records in response to user search requests and, where appropriate, enabling records to be printed on request

· Reporting: generating any reports deemed necessary by the organisation

Such systems may include finance or human resource systems, case management systems, e-business/commerce applications.

Workflow applications in business systems support the recordkeeping requirements since they can determine the point at which the “record” is created and ensure that the record is saved as part the business process at the appropriate time, based on an analysis of the records produced from the system























































� http://www.records.nsw.gov.au/
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