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L.
Support Technology Architecture Principles

Records generated or received by UNPO Name business and functional platforms in the course of transacting business are official records of the organization, and provide evidence of business activities. 

Systems in which they are created should ensure that records can be retained to meet the legal, operational and archival requirements of the organization and support accountability.  The following records management technical architecture principles are intended to ensure electronic records created on systems within UNPO Name support records management regulations and policy.

Principle 1:
All UNPO Name systems or applications will have records management functionality as an integral component to support the UNPO Name records management programme/policy. 

It is critical that records be maintained for as long as the record is needed, possibly permanently, despite migration between hardware, digital media or software formats.

Principle 2:
Electronic record-keeping should be integrated with business and system design processes

Facilities which support electronic record-keeping should be built into the information system applications and business tools that will be used to generate electronic records, to ensure that each of these is capable of capturing the records themselves and all necessary contextual information. In principle, all systems on which business is conducted in electronic form should be capable of documenting the conduct of that business effectively and efficiently. 

Principle 3:
Systems should ensure that electronic records are accessible and secure

The systems must ensure that records are:

· accessible providing timely information for current operational needs

· secure and legally admissible and providing accountability and where required,
retainedas historical records of past activity, providing a corporate memory

Systems should aim to provide appropriate access within and between business processes, and prevent unauthorized access.

The system may allow for dispersed physical management, where electronic records reside on systems variously located in the organization, but should aim to ensure corporate-wide intellectual control of all records and records procedures.

Records should, as far as possible, be organized in a way that is able to meet anticipated future business and archival needs, enabling related records to be reliably and consistently grouped regardless of media, and supporting an inventory of record collections as a locating device. Where they are part of shared business processes between business platforms and functional departments or are exchanged between departments in a networked system, clear and precise rules should allocate responsibility for capture, maintenance and transfer from one organization to another.

Records shall be identifiable based on a records classification system or metadata scheme used consistently across UNPO Name.  At the business unit level, optional records index requirements will be used consistently within that unit.

Principle 4:
Electronic records should be reliable, authentic and complete

The systems must be designed to ensure that records have qualities of:

· authenticity (as an accurate account of an activity, transaction, or decision)

· integrity (an assurance that the data has not been changed subsequently) and

· ownership/authorship (preventing the originator from disowning the record).

Principle 5:
Electronic records should be usable  

Records meet the needs of employees, clients, partners and stakeholders and are timely, relevant, accurate and easy to use.

Principle 6:
Full and accurate electronic records must possess the following three essential attributes:

· Content – that which conveys information (e.g. text, data, symbols, numeral, images and sound)

· Structure – appearances and arrangement of the content (e.g. relationships between fields, entities, language style, funds, page and other editorial devices)

Context – background information that enhances understanding of technical and business environments to which the record relates (e.g. metadata, application software, logical business models) and the origin (e.g. address, title, link to function or activity). 
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