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United Nations Participating Organizations [UNPOs]

Digital Archives Programme [DAP 
Project Phase 1   -    Development of a Strategic Plan

Digital Assessment Survey

Part 1: Information & Communication Technology *

*This Questionnaire is to be completed by Information Technology and Communications professionals within each UNPO. This includes department/units from the following functional areas: 
· Information and Communication Technology Representatives, 
· E-mail Administrators, 
· Technology Coordinators,
· Information Architects, 
· Application Owners
**This version of form incorporates a revised table of contents based on results with other units completing early versions.
DAP - Questionnaire and Digital Assessment Survey: 

Part 1* – Information & Communication Technology

Contents
1. General Information
· Departmental Background and Related Documentation

2. Technology and Information Systems
2.1 Technology Infrastructure

2.2 Technology Applications

2.3 Storage and Media

2.4 Data Integrity
2.5 Security and Access
2.6 Electronic Mail and Messaging Systems

3. Additional comments
Support Documents- Annexes  

:to be reviewed for additions/revisions]
Annex 1 – Organizational Units

Annex 2 – General Functions/Sub function Matrix

Annex 3 – Record series (where available)

Annex 4 – ICT systems, applications and software 

Annex 5 – List of Policies and Procedures
========================================================
*  Note: This is Part 1 of DAP Project Questionnaire & Digital Assessment Survey. Other parts are:

Part 2:  Completed for Records, document, archives and other information assets or content management, including: Libraries, official document repositories and the registration or upkeep of special collections and reference materials; and Specialists for content or knowledge sharing and management

Part 3:re is to be completed by representatives of the Business Units within each UNPO.   Business Process Units include department/units from the following functional areas:

•
Administration, Conferences, Central Support and  Procurement (ACP), 

•
Finance, Budget and Accounts (FBA), 

•
Human Resource Management (HRM), 

•
Legal (LEG),

•
Oversight, Audit and Evaluation (OAE), 

•
Organisation, Co-ordination and Management (OCM), 

•
Programmes, Projects and Missions (PPM) and 

•
Relations, Outreach, Media  and Communications (ROC) 

(see Annex 2 for details)  

Part 4:  Digital Record Sampling Form’ [NOTE as of 16 Feb 2005, based on initial feedback, the relevant questions from Part 4 are  incorporated in Part 3. para 3.7. This was agreed by the DAP WGARM co-chairs, DAP project manager and Consultants in order to simplify data collection and streamline the process.  Part 4 will only be completed in the event additional detail is required form a work unit which has not completed Part 3].

DAP –Assessment:  PART I:     INFORMATION, COMMUNICATION and TECHNOLOGY 
Instructions:   The survey is designed to collect information concerning the status and development of existing or planned electronic records programmes, relevant digital archives initiatives and related areas from ICT Departments/Units.

· For purposes of the survey "Department/Unit" does not include field offices. [see end note:  DAP relation to other HQ locations and Field Offices. 

· Assumptions: Where no response is received, we will assume that nothing is being done in this area 

1.0 General Information
1.0.1
UN Participating Organization ____UNICEF______________________ 

1.0.1. a
Department/Division/Office/Unit Name:____ITD____________
1.0.1.b

Location: _____3 UN Plaza________________________-

1.0. 2
Name Person[s]  Completing Survey: Siva Thiagarajan / Olga de la PIEDRA
1.0.2.a.
Title __ ST= Programmer Analyst  /   OdlP = Chief, ITD/FLS/                                SAP / Financial Logistics System /Cognos
1.02.b

Phone ___212-824-6169___________________-

1.0.2.c

E-mail Address:___ sthiagarajan@unicef.org /                                                           odelapiedra@unicef.org

1.0.3
Contact Person (if different from above):  _______________ 


1.0.3.a.
Title ___________________________

1.0.3.b

Phone ______________________

1.0.3.c

E-mail Address:______________________

  1.0.4
Reference Number (for WGARM/DAP use only)______________________
Functional Areas/Roles

1.0.5 Identify your role (check all appropriate boxes) within the IT environment: 

_X__  Information Technology Representatives:  Information Technology representatives form each of the UNPOs and/or other major subgroups within the UNPOs.

___  E-mail Administrators:  Those individuals responsible for the development and implementation of the e-mail policies and procedures.

__X__  Technology Coordinators:  Individuals within the UNPOs that are responsible for coordinating technology initiatives, usage, and standards across multiple business processes, groups, and/or technology applications.

___ Information Architects:  Individuals within each of the UNPOs that are responsible for the functional composition of the business processes and their relationship to the high level function and information assets of the organization.

___ Application Owners:  Personnel owning or responsible for the major Records, Document, and Transactional systems and applications within each of the UNPOs and/or other major subgroups within the UNPOs.
1.1 Departmental Background And Related Documentation
1.1.1 From Annex 1, Identify which organisational unit(s) are covered by this survey.  If the organisational unit(s) you represent are not listed in Annex 1, please provide a separate list and attach to this questionnaire.
Annotated Annex  Yes _ X__   No ___
· (All CF-ITD - UNICEF Information Technology Division)
Additional List         Yes___   No ___

Comments:______________________

1.1.2 From Annex 2, identify which functions and subfunctions are covered by this survey.  If the functions and sub-functions you represent are not listed in Annex 2, please provide a separate list and attach to this questinnaire.
Annotated Annex  Yes __X   No ___
· (All ICT   -  Information & Communication Technology Sub Functions)
Additional List         Yes___   No ___

Comments:______________________

1.1.3 From Annex 4, validate list of IT systems, applications and software (see 2.2.1).  If the systems, applications and software are not listed in Annex 4, please provide a separate list and attach to this questinnaire.
Annotated Annex  Yes  X _   No ___

Additional List       Yes_ X __   No ___

Comments:
· See   UN-CS-RAI-USAA-DB01-2005-00050
· This list to be further updated based on additional information received from UNICEF Business Units completing DAP Questionnaire part 3
1.1.4
From Annex 5 validate list of Policies and Procedures (see 2.1.1).  If the Policies and Procedures are not listed in Annex 5, please provide a separate list and attach to this questionnaire.

Annotated Annex  Yes _ X __   No ___

Additional List         Yes___   No ___

Comments:
· See  original list = UN/CS/RAI/USAA/DB01/2004-00140  
· Added items as of April 2005  = UN-CS-RAI-USAA-DB01-2005-00174
· Further Additions to be inserted at: 

http://www.wgarm.net/ccarm/UNICEF/UNICEF-Policy-rev-page-list.
2.0 Technology and Information Systems

2.1 Technology Infrastructure
2.1.1 Does your organization maintain any Information Technology Standards, Policies, Procedures or Practices?    Validate Annex 5 and indicate below and attach any relevant documents that are not listed in the annex.  Please note if it is an undocumented practice and indicate if it is within the specific organisational unit or across multiple organisational units.
:

COMMENT: -
 

· The directive for the management of financial records: UNICEF Financial Circular 25 Revision 1  was already listed on Annex 5. This document governs the time [destruction and retention] requirements for managing finance, accounts and some supply related records that are used or produced by ICT related systems in UNICEF. 
· The 1983 Executive Policy as well as the corresponding procedure document on UNICEF records clearly states that the guidelines apply to: 

•
“all records, regardless of their physical type, issued or received by UNICEF that should be preserved because of their administrative, legal, historical or other value as evidence of the official business of UNICEF.” CF/EXD/1983-2867

•
All records regardless of physical form, created or received by UNICEF staff in connection with or as a result of the official work of UNICEF are the property of UNICEF. CF/AI/1983-359

-
There are a number of data related guidelines for specific systems that ITD will add to annex 5. Many operational practices are now maintained on the UNICEF internal Intranet. A print screen of the main ICT functions and related guidance in UNICEF on the intranet will be provided. [See UN-DS-RAI-USAA-DB01-2005-00166]  Specific practices of interest can be examined based on this listing. 
See   UN-CS-RAI-USAA-DB01-2005-00166
Pointer - UNICEF Intranet site for ICT functions = ITD subjects: Overview, End-User Support, Technical Support. Include links to policy, procedure, operational practice, user guidance, process or FAQ.  Tech Support:_ Global Telecommunications, Internet / Intranet, Tech Architecture, Operations, PROMS; End-User Support: computer Focal Points; IT Security, Hardware / Software TipsTOC & Print screens for some web pages - pdf image
There is a need to review and update ICT and IRAM policies, procedures and practices relating to electronic records that are used or produced by ICT related systems and applications.
2.1.1.a
Systems, Application data bases and Software:

SAP, FLS (Financial and Logistics system) as well as PROMS, etc.

	
	Document 
	Description
	Reference
	Date of issuance

	Policy
	Progress Report on the UNICEF Strategy and Investment in Information Technology 


	Submitted to  Exec. Board, Outlined UNICEF information technology strategy & reported on progress in IT investments and projects  
	E/ICEF/1999/AB.L.6

UN-CS-RAI-USAA-DB01-2005-00148  htm version
	1999-Apr-05

	Procedures
	UNICEF ProMS Data archival Process & User manual 
	ProMS Administration Module  1.FO initials request 
	UN-CS-RAI-USAA-DB01-2005-00167
	Created: 21 January 2004   - Modified: 28 April 2004

	Standards
	UNICEF Intranet site for ICT functions
	Tech Support:_ Global Telecommunications, Internet / Intranet, Tech Architecture, Operations, PROMS;
	UN-CS-RAI-USAA-DB01-2005-00166
	2005 Apr 15

	Security
	UNICEF's Information Security Policy and related code of conduct  
	info-security-pointer for review/comment 
	-UNICEF- issued as CF-EXD-2003-023. UN-CS-RAI-USAA-DB01-2005-0069html
	2003 Oct 23

	
	
	
	
	

	Scheduling
	Financial Records of UNICEF
	Retention, destruction Accounting Financial-Circular-25-Rev-1
	CF-FC-025/R01

UN-CS-RAI-USAA-DB01-2005-00171-
	1994 Mar 11

	Scheduling
	UNICEF Records Appraisal Grid
	Appraisal Decision Assistance Sample Grid for Type of Record and Importance of Activity. Giving total retention time
	CF/NYH/IRM/RAM/1993-0174 & 176
UN-CS-RAI-USAA-DB01-2005-00175-links-tol-GRID.
	1993-Sep-10 

	Disposition
	Follows the policy guidance in CF/EXD/1983-2867 and the interpreted related procedures in CF/AI/1983-359 “with the agreement of the UNICEF work unit concerned”
	“arrange for disposal of non-current records that have no further administrative, legal, historical or other information value.  When required, security arrangements will be undertaken “
	CF/AI/1983-359 [para 5 and 8 on disposal]
	1983-Nov-09

	Training
	See: UNICEF Intranet site for ICT functions


	Tech Support:_ Global Telecommunications, Internet / Intranet, Tech Architecture, Operations, PROMS;.
	Pages from site: UN-CS-RAI-USAA-DB01-2005-00166
	2005 Apr 15

	Training
	 RAMP overview and –RAMP-TRIM training on a quarterly basis. 
	Part of Infonet on line  web site

RAMP –TRIM 3 day and special training. 
	UNICEF Infonet  page: UN-CS-RAI-USAA-DB01-2005-00176
	2005 Apr 15


2.1.1.b
Electronic Records (structured or unstructured): From FLS, it is same as above, include desktop
	
	Document 
	Description
	Reference
	Date of issuance

	Policy
	UNICEF Policy on IT Software Systems Acquisition and Certification - process and steps necessary to certify software for organizational use
	Henceforth, ITD will address bug fixes, troubleshoot software and hardware problems, or escalate to the appropriate manufacturer only when the system in question is certified and supported. In addition, only globally certified and supported software can be purchased
	CF/AI/2004/0010     Administrative Instruction

 UN-CS-RAI-USAA-DB01-2005-00160


	2004-apr-29

	Policy
	UNICEF's Information Security Policy and related code of conduct  
	info-security-pointer for review/comment 
	UNICEF- issued as CF-EXD-2003-023. UN-CS-RAI-USAA-DB01-2005-0069.html
	2003 Oct 23

	Procedures
	UNICEF links Email and Electronic records for previous policy, procedure 
	operational practice, user guidance, process or FAQ.  Issued as either CF/AI, CF/IC or CF/EXD  
	UN-CS-RAI-USAA-DB01-2005-00165-links- l-
	

	Procedures
	UNICEF Procurement of IT Hardware and Software Supply Directives - Policies and Procedures
	explains the global procurement strategy for IT hardware and software:
	CF/SD/2004/003
UN-CS-RAI-USAA-DB01-2005-00158 

	

	Procedures [operational]
	Personal Use of UNICEF's Information Technology Systems
	reminding  of some straightforward principles
	UN-CS-RAI-USAA-DB01-2005-00163  
CF-IC-2001-029
	2001 Jun 27

	Standards
	Product standards from vendors. Native formats stored in RAMP-TRIM 
	e.g. MS office suite. RAMP-TRIM uses  universal viewer  
	
	

	Security
	Integrated logons with Password and time out
	See also above Information Security Policy and Personal use
	UN-CS-RAI-USAA-DB01-2005-00163  & UN-CS-RAI-USAA-DB01-2005-0069 
	

	Scheduling
	Financial-Circular-25-Rev-1.DOC
	Retention destruction Accounting Financial Records of UNICEF records
	UN-CS-RAI-USAA-DB01-2005-00171-
	

	Scheduling
	UNICEF Records Appraisal Grid
	Appraisal Decision Assistance Sample Grid for Type of Record and Importance of Activity. Giving total retention time
	CF/NYH/IRM/RAM/1993-0174 & 176
UN-CS-RAI-USAA-DB01-2005-00175-links-tol-GRID.
	1993-Sep-10 

	Scheduling
	UNICEF ProMS Data archival Process & User manual ProMS Administration
	1. FO initials request to HQ for data archival.
2. FO runs data archival locally. See notes for detail
	UN-CS-RAI-USAA-DB01-2005-00167
	

	Disposition
	
	
	
	

	Training
	See: UNICEF Intranet site for ICT functions


	Tech Support:_ Global Telecommunications, Internet / Intranet, Tech Architecture, Operations, PROMS;.
	Pages from site: UN-CS-RAI-USAA-DB01-2005-00166
	

	Training
	 RAMP overview and –Tool: RAMP-TRIM training on a quarterly basis. 
	Part of Infonet on line  web site

RAMP –TRIM 3 day and special training. -links-Manual-Slides etc.
	UNICEF Infonet  page: UN-CS-RAI-USAA-DB01-2005-00176
UN-CS-RAI-USAA-DB01-2005-00177
	


Comment: More robust tools for the management of records in electronic form may be required in certain areas, although the organisation has implemented strong mechanisms in other areas like SAP, ProMS and pre-Y2K records. Related projects, including acquisition and implementation of electronic records management tools, will depend on priorities and funding
2.1.1.c
Email (if separate from above):
	
	Document 
	Description
	Reference
	Date of issuance

	Policy
	See 2.1.1.b above and note for UNICEF links Email and Electronic records 
	for previous policy, procedure, operational practice,user guidance, process or FAQ.  
	Issued as either CF/AI, CF/IC or CF/EXD  - UN-CS-RAI-USAA-DB01-2005-00165
	-1994-1999

	Procedures
	Personal Use of UNICEF's Information Technology Systems
	reminding  of some straightforward principles
	CF-IC-2001-09
UN-CS-RAI-USAA-DB01-2005-00163  
	2001Jun 27

	Standards
	See 2.1.1.b above and UNICEF  drafts on Email,
	for policy, procedure, operational 
	UN-CS-RAI-USAA-DB01-2005-00159   
	1996-2001

	Security
	See 2.1.1.b above
	
	
	

	Scheduling
	See 2.1.1.b above
	
	
	

	Disposition
	See 2.1.1.b above
And note below

	
	
	

	Training
	See 2.1.1.b above
See: Lotus notes Training  and also  RAMP-TRIM – Item level
	RAMP-TRIM alows saving E-mail and attachments in native format [full feature only tested for some.
	
	


Comments:  UN-CS-RAI-USAA-DB01-2005-00159   is  Link to UNICEF  drafts on Email, Electronic records covering, etiquette, copies, retention guidelines etc.
used as background in considering newer issuances. for policy, procedure, operational practice, user guidance, process or FAQ, 1996-2001


UN-CS-RAI-USAA-DB01-2005-00165 is  UNICEF links Email and Electronic records for previous policy, procedure, operational practice, user guidance, process or FAQ.  Issued as either CF/AI, CF/IC or CF/EXD  

2.1.2 Which of the following database technology applications is your organisation using or considering? Please check all that apply.
	Applications Programmed in a Commercial Database
	Currently Using
	Considering Use
	Used in the Past
	Have Defined Need
	Current Project

	Microsoft SQL
	X
	
	
	
	

	Oracle
	X
	
	
	
	

	Sybase
	X
	
	
	
	

	dbase, Foxbase, etc.
	
	
	X
	
	

	Microsoft Access
	X
	
	
	
	

	Other (Please specify): 
	
	
	
	
	


Additional Details: 
	


2.1.3 Which of the following application development tools is your organisation using or considering? Please check all that apply.
	Custom Developed Applications
	Currently Using
	Considering Use
	Used in the Past
	Have  Defined Need
	Current Project

	Java
	
	X
	
	
	

	HTML
	X
	
	
	
	

	.NET
	
	X
	
	
	

	Visual Basic
	X
	
	
	
	

	Pascal
	
	
	
	
	

	C++
	X
	
	
	
	

	   Other (Please specify):
SAP Netweaver

IBM websphere
	
	X
X
	
	
	


Additional Details: 
	


2.2 Technology Applications

2.2.1 Does your organisation maintain an inventory or list of automated applications (i.e., word processing, office automation, custom applications, document repositories, databases, spreadsheets, etc.) used or supported within your organisation?  
Yes:__________

No: ___________-

Validate Annex 4 and indicate below and attach any relevant documents that are not listed in the annex.
2.1.1.a Response/Details: 
	Yes, see annex 4 and revisions for more detail



2.2.2 Which of the following technologies and software applications is your Department/Group currently using or considering? Please identify all that apply and also provide appropriate details below.   
· Please enter the appropriate system names from question 2.2.1 above or annex 4. For example under “k.   Enterprise Resource & Planning (e.g., SAP, PeopleSoft)”, enter either SAP or PeopleSoft in a columns unless you are using both.
· Add a note to further specify the type of  use in your organization where it might help avoid confusion. For example what type of  “data mining” is being used . We will further define our glossary for the DAP project based on feedback and follow up questions.
	Technology Application
	Use Currently
	Considering Use
	Used in the Past
	Have  Defined Need
	Current Project

	a. Records Management
	RAMP-TRIM; See note:
 
	
	
	
	

	b. Document Management Systems
	RAMP-TRIM; RedDot; Domino document repository
	
	
	
	

	c.  Content Management
	RedDot = for internet & 

Lotus Notes Domino = for intranet see note

	
	
	
	

	d.  Artificial Intelligence, Searching,  Indexing
	Google appliance on Intranet
	
	
	
	

	e.  Data Mining
	Audit Issues Tracking, Cognos Reportnet
	
	
	
	

	f.  Taxonomy, Intelligent Classification (e.g., Verity)
	Domino; Erwin (metadata). Terms need better definition. See also Note 

	
	
	
	

	g.  COLD Storage
	UNICEF moved from COLD storage to Storage Area Network (SAN)
	
	
	
	

	h.  Optical Character Recognition
	RAMP-TRIM with NSI Autostore
	
	
	
	

	i.  Collaboration Systems (e.g., Lotus Notes, etc.)
	e-places (Domino), Lotus Notes
	
	
	
	

	j.   Digital Imaging (Kofax, etc.)
	RAMP-TRIM, Photo system, Maps
	
	
	
	

	k.   Enterprise Resource & Planning (e.g., SAP, PeopleSoft)
	SAP R/3 (FLS, HR); ProMS
See note
 
	
	
	
	

	l.  Artificial Intelligence (AI)
	
	
	
	
	

	m.   Workflow, Business Process Automation
	SAP R/3 (ongoing project), ProMS, Executive Office correspondence tracking (RAMP-TRIM)
	
	
	
	

	n.  Electronic Mail (Email)
	Lotus Notes / Domino
	
	
	
	

	o.  Geographic Information Systems (GIS)
	MapObjects (a component of DevInfo) and ArcGIS 8.x.

	
	
	
	

	p.  Intranet/Internal Web Postings
	UNICEF Intranet; UNICEF Extranet [lotus domino]

	
	
	
	

	q.  Internet
	UNICEF, Internet [Reddot]
	
	
	
	

	r.  Business Information / Business Intelligence
	Cognos Powerplay, Cognos Impromptu., Cognos Reportnet (Rover Briefing Book, Management Information Reports, Ongoing KPI project)
	
	
	
	

	s. Digital archives initiatives
	RAMP/TRIM; SAP R/3 with IXOS; ProMS archives; Pre-Y2K Data Archival
	
	
	
	

	t. Desktop applications
	Microsoft office products 

	
	
	
	

	u. Other ( Describe):  Applications/Systems __
	detail will be in Annex 4 list of Systems/applications
	
	
	
	


2.3 Storage and Media
2.3.1 Describe what media/storage devices are used by your Department/Group to retain records and documents in electronic format. Please identify all that apply and also provide appropriate details.
	Storage Technology
	Use Currently
	Considering Use
	Used in the Past

	Computer Tapes
	X
	
	

	Storage Area Network
	X
	
	

	EMC Centera
	
	
	X

	CD-ROM/DVD
	X
	
	

	Worm Disks
	
	
	

	Magneto Optical Disks
	
	
	

	Other
	
	
	


Additional Details: 
	Back-up procedure: registered as UN-CS-RAI-USAA-DB01-2005-00154 in Annex 5 revision
SAMPLE of UNICEF High level procedure document for backups in the locations. 

For security reasons, the indicator to where tapes actually stored has been redacted in this document. [insert locations] - BACKUP ALGORITHM FOR UNICEF lo



2.3.2 Does your organisation have agreements for off-site data hosting?  If so, are these reflected in your standards, policies, and procedures?  Do these agreements cover storage and information security issues? Please provide appropriate detail.
· Yes.

· X No.

· Don’t Know
Additional Details: 
	· Off site commercial for Tape back-ups only
· UNICEF Geneva is alternate Site for “Mission Critical” elements: E-mail, Internet, internal Telecoms.

The rest of elements are being evaluated in context of the Business Continuity project (BCP),  See Note on BCP
 


2.3.3 Does your organisation have a Digital Archives?  If so, when did you organisation begin its digital archive?   Please briefly describe the associated record types and identify the file format (eg., .doc, .pdf, .xml, etc.).  Use separate sheet as necessary.
· Created in the 1960’s.

· Created in the 1970’s.

· Created between 1980 and 1985.

· Created between 1985 and 1995.
· Created after 1995.
· Do not have a digital archive.
Additional Details: 
	The organisation has taken the following initiatives regarding implementation of digital archives:

· Archival of data and metadata from pre-Y2K legacy applications into “.TXT” files.  Files were structured into a directory organised by application, with instructions on meaning of the data and stored initially onto disc platters and later transferred to a storage area network as part of corporate data storage migration.

· Archival of potential long-term value data stored in the “Programme Management System” ProMS.  This was developed in-house, data is stored onto xx file format and stored onto the NYHQ storage area network as well as locally in each Field Office.  See UNICEF ProMS Data archival Process & User manual ProMS Administration   1. FO initials request to HQ for data archival.

· 2. FO runs data archival locally. See notes for detail UN-CS-RAI-USAA-DB01-2005-00167
· Archival of SAP R/3 “Financial and Logistics System” (FLS) data using SAP archiving technology combined with IXOS archiving tools and storage area network media. IXOS was recently acquired by UNICEF as a way of applying industry practice.  Archive file formats vary, and include JPEG and TIFF for images. This mechanism preserves data, its relationships, meta-data, history of structural changes over time and it is also capable of reincorporating archived data onto the live data if this is exceptionally needed for historical of evaluation purposes. This is being moved in phases onto production and at the same time validated with the business units.

· UNICEF IRAM has developed several procedures and practices to support the capture and retention of digital records through TRIM, a records management software tool.  The application is being used within UNICEF to capture and track executive correspondence as well as to register important evaluations, maps  or other country specific information created or received in various headquarters divisions. The RAMP-TRIM programme has allowed a quicker response to time sensitive research queries for older records some of which have been scanned and are now also  preserved in electronic form.  If TRIM were further deployed, it would provide a base for managing digital records and support the Digital Archive Programme. 



2.3.4 Does your organisation have one or more defined document archival file format standards.  Please explain and identify the file format (eg., .tiff, .pdf, .xml, etc.).  Use separate sheet as necessary.
Additional Details: 
	Archive Formats & Media: At the present time, there are limited standardized media formats to support the digital preservation of records of potential long-term or archival value. 

· UNICEF has accepted IXOS procedures as standard for SAP 

· Alternate standards [see UN-CS-RAI-USAA-DB01-2005-00167] have been implemented for in-house developed ProMS.  

· UNICEF’s RAMP-TRIM stores desktop application documents and other items in their native format. The software comes with a viewer that allows viewing of many earlier document items without maintaining the licenses for the native software.

· In terms of media, UNICEF implemented the SAN as standard with regular structured backups onto tape.  

· Joint work between IRAM and ICT is ongoing in the area.  The IRAM staff are working within UNICEF to raise awareness of digital records management issues and to provide guidance on the requirements to effectively manage digital records.  The success of this DAP project is considered critical to these efforts.




2.3.5 Does your organisation have one or more defined data archival standards.  Please identify if listed in question 2.1.1 above.  Use separate sheet as necessary.
Additional Details: 
	UNICEF is using Financial Circular CF/FC/025/Rev.01 (FC25) as a minimum standard for retention and disposition time-periods related to archival of financial data in applications. Specific Guidance for other types of data is needed. An “Appraisal Grid” [CF/NYH/IRM/RAM/93-174, -176] is available in UNICEF that has been used as rule of thumb or  “operational practice” for discussion of non-financial records with business units that don't yet have more specific guidelines for their paper or electronic documents. 



2.3.6 Do you use any retention and/or destruction methods for electronic records?  Please explain.

Response:

	See 2.3.5 above



2.4 Data Integrity and Access
2.4.1 Has your Organisation ever converted data from one hardware environment to a new hardware environment?

· X Yes

·  No

· Do Not Know

Additional Detail on the most recent (3-4 years): 
	FLS: Moved to HP RP 8400 + HP SAN

Overall file to SAN 2002-2003




2.4.1.1 If yes, Please describe the project, your level of success and the hardware and data you used, provide appropriate details below or on a separate sheet:

	 
	Project Name/Description

	Very Successful
	 

Yes 

	Average
	 

 

	Not Successful
	 

 


Additional Detail: 
	Available on request



2.4.2 Has your Organisation ever converted data from one software environment to a new software environment?

· XYes

· No

· Do Not Know
Additional Detail: 
	1. From Econintel treasury to SAP treasury (2002)

2. Red Dot

3. cc: Mail to Notes/Domino

4. From Legacy to SAP R/3 (1999)

5. GFSS to Proms (1998-1999)

6. From UNICEF HR Legacy to IMIS (1997-1998)

7. From IMIS to SAP HR (in process)
8. From WANG PACE to TRIM SQL ANYWHERE  to Oracle



2.4.2.1 If yes, Please describe the project, your level of success and the software and data you used, provide appropriate details below or on a separate sheet:

	 
	Project Name/Description

	Very Successful
	Yes - for all listed projects

	Average
	 

 

	Not Successful
	 

 


Additional Detail:  
	UNICEF has migrated data successfully between a number of applications with no apparent loss of valuable data.




2.4.2.2 Was there a loss of data associated with one or more of the projects identified above, if so explain:

	 
	Project Name/Description

	More than Expected
	 

 

	Less than expected
	 

 

	No Data Loss
	 

No data loss reported 


Additional Detail:  
	


2.4.3 How often does your agency perform regular backups and in what medium and location are the backups stored? 
2.4.3.1 Frequency:  Please check all that apply.
	Back-up/Recovery
	Daily
	Weekly
	Monthly
	Never

	Mainframes
	Yes
	Yes
	Yes
	

	Minicomputers
	Yes
	Yes
	Yes
	

	LAN Servers
	Yes
	Yes
	Yes
	

	Personal Computers
	User Controlled
	User Controlled
	User Controlled
	User Controlled

	Laptops
	User Controlled
	User Controlled
	User Controlled
	User Controlled


Additional Detail:  
	Back-up procedure: 
· registered as UN-CS-RAI-USAA-DB01-2005-00154 in Annex 5 revision. SAMPLE of UNICEF High level procedure document for backups in the locations. For security reasons, the indicator to where tapes actually stored has been redacted in this document. [insert locations] - BACKUP ALGORITHM FOR UNICEF
· UNICEF ProMS Data archival Process & User manual ProMS Administration   1. FO initials request to HQ for data archival. 2. FO runs data archival locally. See notes for detail UN-CS-RAI-USAA-DB01-2005-00167



2.4.3.2 Storage Medium:  Please check all that apply.
	Back-up/Recovery
	Disk
	Magnetic Tape
	Optical Disk

	Mainframes
	Yes
	Yes
	

	Minicomputers
	Yes
	Yes
	

	LAN Servers
	Yes
	Yes
	

	Personal Computers
	Varies: CD, DVD’s, Flash Memories
	
	

	Laptops
	Varies: CD, DVD’s, Flash Memories
	
	


Additional Detail:  
	


2.4.3.3 Location:  Please check all that apply.
	Back-up/Recovery
	On-Site
	Off-Site

	Mainframes
	Yes
	Yes

	Minicomputers
	Yes
	Yes

	LAN Servers
	Yes
	Yes

	Personal Computers
	User Controlled
	User Controlled

	Laptops
	User Controlled
	User Controlled


Additional Detail:  
	


2.4.4 Does your organisation utilize any digital signature technologies? If so, does the organisation have standards, policies, and procedures for digital signatures?
Response: 
	Digital signatures are not currently used although some business units have started evaluating its use.



2.4.5 Please describe the verification and authentication process for digital records within your organisation.  
Response: 
	· User Id and Password Controlled to systems.
· Time-out after inactivity period




2.4.6 Does your organisation have any specific Policy, Procedure or standards governing remote access of UNPO systems, applications or data? Identify and reference as appropriate.  
Response: 
	· UNICEF provides remote access to the Intranet to all authorised staff and to critical applications like SAP, for staff designated as critical in crisis support. [This does not require a dedicated laptop]




2.4.7 Does your organisation have any plans to increase remote access of UNPO systems, applications or data to traveling staff, external partners or governments, NGOs or related groups?  
Response: 
	· There is currently a project underway to grant remote access to e-mail via web to all staff. A critical element that is being included in this project is the elimination of traces that may allow unauthorised individuals to gather information about UNICEF’s networks & applications from public-access computers previously used by UNICEF staff..

· There are requests for access to DEV Info, Ramp-TRIM and Library systems. Recently the library has begun using a 3rd party to publish outside UNICEF fire wall. Some UNCIEF RAMP-TRIM users are also considering this approach



2.4.8 How does your organisation address concerns of systems and data security with the increasing need for remote access by users?  
Response: 
	See 2.4.7



2.5 Electronic Mail and Messaging Systems
2.5.1 Do you have an email policy, how do you capture and maintain emails as business records? 

Response: 
	Scheduled training sessions for users on how to temporally archive their email to local drive or CD so they do not lose messages as they hit the space limit on the individual current mail system .  See e-mail policy, currently under examination

See 2.1.c above : UNICEF links Email and Electronic records for previous policy, procedure, operational practice, user guidance, process or FAQ.  Issued as either CF/AI, CF/IC or CF/EXD  UN-CS-RAI-USAA-DB01-2005-00165  

See also Link to UNICEF  drafts on Email, Electronic records covering, etiquette, copies, retention guidelines etc. used as background in considering newer issuances. for policy, procedure, operational practice, user guidance, process or FAQ 1996-2001 UN-CS-RAI-USAA-DB01-2005-00159   




2.5.2 What system is used for e-mail and how do you manage your e-mail?

Response: 
	· Lotus Domino is used for e-mail as communication tool.  (not with full business record implications at present)
· Some consideration to pilot full integration with RAMP-TRIM for important business records received as email or attachments. This is being considered for 2006-2007 Budget cycle and would allow integrated filing of the native format email and attachments form within lotus notes mail to RAMP-TRIM folders etc. 



2.5.3 Do you use any retention and/or destruction methods for e-mail records?  If so, please explain.

Response: 
	· In New York users are allowed to store up to 200MB of messages on the email servers.  E-mail records are not destroyed by the IT messaging administrators. The retention and the archival is managed by each individual user on the C-drive. The 200MB limit is expected to be increased by the end of the year.

· At present for important e-mails which are used as business records the  users either 

a) print e-mails to paper and store with their other office paper files processes

b) export email to electronic form [txt, doc, pdf distiller] and file to

· their individual directory structure

· LAN directory structure or 

· attaché in RAMP-TRIM
· In a practical sense, the final disposition of individual E-mail [even within the context of office related records] is left to Users. 

· See final note below on ‘Interoperability”




3. Additional Comments:

END NOTE on: Interoperability:  

There is not a full featured or unique item registration that integrates across  Electronic Document Management [EDM], Electronic Records and Archive Management [ERAM],  Electronic Content Management [ECM] and E-Mail in UNICEF. 
Current solutions have been accepted that match specific technologies of the existing applications as well as business needs. 
Based on this, there are pieces of each being used in various Division or offices. 
In addition the inputs and unique outputs of Transaction systems need to be registered in a way that allows interoperability with the EDM, ERAM, and ECM tools when required.

UNICEF wishes to address these issues in order to better assist our users to work more efficiently within our budget constraints. We are hoping the outputs of this DAP Strategic Plan help accelerate out progress in this area..

Thank You for Your Participation in this Survey 

For clarification or further information, please contact the UNPO DAP Coordinator or:

Dhurjati Mueller: Dmueller@unicef.org
Tel: 

  303-7978

===============================================================================

END Note  -       DAP relation to other HQ locations and Field Offices 
Excerpt   - DAP Statement of Work   registered # UN/CS/RAI/USAA/DB01/2003-00008

1.1 …a strategic plan for managing and preserving digital records of [potential] long term value  created and maintained by UNPOs based in New York...In the future, such a programme may also be applied to other locations, ….

3.2  ..primary focus is records created or received in New York .. However, …

•
will also identify any issues concerning the preservation and management of digital records created or received in UNPO offices outside New York if they are integrally related to business processes or operational performance.  

•
Where additional information or clarification is required on systems related to NY activities or mandates which are maintained in other locations [e.g. Geneva or Copenhagen] conference calls will be arranged where useful. 

•
The major issues …should be noted and potential additional estimated costs identified if the project size were increased to cover other UNPOs locations .







� At present for important e-mails which are used as business records the  users either 


print e-mails to paper and store with their other office paper files processes


export email to electronic form [txt, doc, pdf distiller] and file to


their individual directory structure


LAN directory structure or 


attaché in RAMP-TRIM


In a practical sense, the final disposition of individual E-mail [even within the context of office related records] is left to Users. 


See final note below on �HYPERLINK  \l "interoperability"��‘Interoperability�”





� All UNICEF Division and Offices at NYHQ have access to RAMP-TRIM. It has been used for registering paper folders and boxes as well as correspondence tracking since 1996 when it began to replace the previous UNICEF records and archive management system RAMP-WANG. 


Over the last 3 years there have been increased registering of document items and attaching electronic versions or scanned copies in trim. For example: Executive Office outgoing signed correspondence;  Evaluation Office Reports; use by Division of Policy and Planning collaborative work with WHO on immunization coverage; and PFO communication with donors.


 At present UNICEF has a license where up to 32 concurrent users can access the software.


The full capacity of RAMP-TRIM or an alternative off the shelf ERM or ERAM tool to work seamlessly with outputs of transaction systems or e-mail has not been fully explored at UNICEF.





� Note Content Management:


Red Dot is a content management standard within UNICEF for items to be published on UNICEF internet  at www.UNICEF.org. The older systems were migrated to Red Dot about a year ago.


Lotus Notes /Domino is the content management system for the Intranet. http://www.intranet.unicef.org at present





�Note on Taxonomy:  --various applications have some classification scheme to relate objects�                                     --RAMP-TRIM has available a global file classification guide and option to use


                                       thesaurus


                                     -- Library system uses thesaurus developed for UNICEF





� SAP & PROMS Note: 


SAP Implementation 


UNICEF has acquired all the modules SAP R/3 software, including some of the modules of the Public Sector Solution. The main implementation was completed in early 1999.  There have been four subsequent upgrades. The modules presently in use are: FI (GL, AP, AR), CO (CCA, IO, PS, PC), MM, SD, Travel, IM-TR, FM.  The R/3 functionality has been adapted using standard configuration provided by SAP to meet UNICEF’s business needs. 


UNICEF will be introducing the SAP Human Resources & Payroll modules (SAP-HR) in April 2005.  


Archiving is SAP data is being done through IXOS (a certified SAP partner for archiving, following the ODF format (European standard) for capturing data.  Business rules, embedded in the software, are applied to the data/objects, which are stored as flat files and accessed and retrieved through that flat file in IXOS. At present only a small percentage of the data is being processed in this manner. The effectiveness of this approach is being evaluated.





ProMS has an in-house developed archiving mechanism that was implemented in 2003.see UN-CS-RAI-USAA-DB01-2005-00167


 


�  DevInfo is both certified and supported by ITD.  DevInfo uses a control called MapObjects which is licensed from ESRI.  ESRI also provides other GIS tools one of which is called ArcGIS 8.  One component of ArcGIS 8 is ArcView GIS 8.   The ITD list of certified and supported software states that ArcView GIS is certified but not supported.    MapInfo, a competing GIS package from Mapinfo Corporation  has never been any kind of standard within UNICEF (even though some offices use it).  MapObjects (a component of DevInfo) and ArcGIS 8.x. –clarification provided by HD 20 apr 2005





� UNICEF IT/Intranet Group is responsible for maintaining the RedDot and Domino technical infrastructures. Mostly Domino is used for the Intranet and RedDot for the Internet. Some individual users format for small sites using MS Frontpage.





� Microsoft office products Most of the records created on the desktop use MsWord, Excel, PowerPoint and MsAccess db etc


� The Business Continuity project (BCP), initiated in 2003, … IT-led aspects were initiated towards ensuring the availability of continuous global services (resiliency and redundancy of services), office-in-abox, backup (and wireless) connectivity, and email redundancy …and resilience of critical systems in the two data centres in New York…. A critical part of BCP and disaster recovery is ensuring an adequate enterprise storage area network (SAN) i.e. the central hardware repository for all UNICEF mission critical data. Extract from  UN-CS-RAI-USAA-DB01-2005-00162 - UNICEF ITD 2004 Annual Report.





� End Note  - This version of the completed form includes additional comments of HD in e-mail of 20-Apr-2005 related to Sect 2.2.2. Map Objects etc. 
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