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Annex B:  Summary of Current Digital Record Environment

UNICEF
Introduction:

This document is a high level summary of the key components in place to support the DAP initiative. The sections reflect where answers were provided in both the questionnaires and the interviews.  Detailed findings are attached on the WGARM website at www.wgarm.net.   The numeric references correlate to the sections in the ICT questionnaire responses.
1.0 Technology Policies, Procedures and Standards

The intent of this series of questions was to capture details about specific technology-related policies, procedures and standards. A revised list containing UNICEF policies and procedures is on the WGARM site. It includes some of the either formal policies and procedures or operational practices related to ICT with a link to the document. For example:

· E/ICEF/1999/AB.L.6 was submitted to the Executive Board of UNICEF and outlined UNICEF information technology strategy and reported on progress in IT investments and projects as of 05 April 1999.

· CF/EXD-2867 is the authoritative Executive Directive for UNCEF policy on custody, preservation and access which explicitly includes all records, regardless of their physical type, issued or received by UNICEF that should be preserved because of their administrative, legal, historical or other value as evidence of the official business of UNICEF.
· CF-FC-025/Rev.01 Destruction & Retention of Accounting and Financial Records: Lists examples of records with  Permanent, 7 year and 4 year retention. - excerpt from UNICEF Financial Rule 113.10 “financial records and supporting documents shall be retained for such period as may be agreed with the Board of Auditors..” Mar 1994
Other policies, procedures or early drafts are listed and would be available based on need, taking into consideration elements of confidentiality.  Many practices are updated at the UNICEF ITD intranet site with background material in “End-User support “ or “Technical Support” pages.  
2.2      Technology Applications

The respondents updated the system application listing in Annex 4.  The following list identifies applications in addition to specific databases where digital records may be captured and stored.
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
	
	Type of Application
	UNICEF Application

	a.
	Records management
	RAMP-TRIM

	b.
	Document management
	RAMP-TRIM; RedDot; Domino document repository

	c.
	Content management
	RedDot

	d.
	Artificial intelligence, Searching, Indexing
	Google appliance on Intranet

	e.
	Data mining
	Audit Issues Tracking, Cognos Reportnet

	f.
	Taxonomy/Intelligent classification
	Domino; Erwin (metadata) NOTE:  terms need better definition

	g.
	COLD storage
	UNICEF moved from COLD storage to Storage Area Network (SAN)

	h.
	Optical Character Recognition
	RAMP-TRIM with NSI Autostore

	i.
	Collaboration systems
	e-places (Domino), Lotus Notes

	j.
	Digital imaging
	RAMP-TRIM, Photo system, Maps

	k.
	Enterprise Resources Planning (ERP)
	SAP R/3 (FLS, HR); ProMS

	m..
	Workflow / business process automation
	SAP R/3 (ongoing project), ProMS, Executive Office correspondence tracking (RAMP-TRIM)

	n.
	Electronic Mail (e-mail)
	Lotus Notes / Domino

	o.
	Geographic Information Systems
	MapObjects (a component of DevInfo) and ArcGIS 8.x

	p.
	Intranet/internal web postings
	UNICEF Intranet; UNICEF Extranet

	q.
	Internet
	UNICEF, Internet

	r.
	Business Information / Business Intelligence
	Cognos Powerplay, Cognos Impromptu., Cognos Reportnet (Rover Briefing Book, Management Information Reports, Ongoing KPI project)

	s.
	Digital archives initiatives
	RAMP/TRIM; SAP R/3 with IXOS; ProMS archives; Pre-Y2K Data Archival


Most Records (other than Financial related) of potential long-term and archival value have not been specifically identified in retention schedules or through an archival appraisal process.  As a result, it is difficult to identify which systems may be creating and storing these records.  Further information and additional details will be captured during the “readiness’ initiatives that are prerequisites for the DAP programme to be implemented. UNICEF supports an early commitment to Phase 2 of the WGARM Appraisal Decision Assistance [ADA] Project.

2.3 Storage and Media

UNICEF is using Financial Circular CF/FC/025/Rev.01 (FC25) as a minimum standard for retention and disposition time-periods related to archival of financial data in applications. Specific Guidance for other types of data is needed. An “Appraisal Grid” [CF/NYH/IRM/RAM/93-174, -176] is available in UNICEF that has been used as rule of thumb or “operational practice” for discussion of non-financial records with business units that don't yet have more specific guidelines for their paper or electronic documents. 
The organisation has taken the following initiatives regarding implementation of digital archives:
· Archival of data and metadata from pre-Y2K legacy applications into “.TXT” files.  Files were structured into a directory organised by application, with instructions on meaning of the data and stored initially onto disc platters and later transferred to a storage area network as part of corporate data storage migration.

· Archival of potential long-term value data stored in the “Programme Management System” ProMS.  This was developed in-house, data is stored onto xx file format and stored onto the NYHQ storage area network as well as locally in each Field Office. 
· Archival of SAP R/3 “Financial and Logistics System” (FLS) data using SAP archiving technology combined with IXOS archiving tools and storage area network media. IXOS was recently acquired by UNICEF as a way of applying industry practice.  Archive file formats vary, and include JPEG and TIFF for images. This mechanism preserves data, its relationships, meta-data, and history of structural changes over time and it is also capable of reincorporating archived data onto the live data if this is exceptionally needed for historical or evaluation purposes. This is being moved in phases onto production and at the same time validated with the business units.
· 
· UNICEF IRAM has developed several procedures and practices to support the capture and retention of digital records through TRIM, a records management software tool.  The application is being used within UNICEF to capture and track executive correspondence as well as to register important evaluations, maps or other country specific information created or received in various headquarters divisions. The RAMP-TRIM programme has allowed a quicker response to time sensitive research queries for older records some of which have been scanned and are now also preserved in electronic form.  If TRIM were further deployed, it would provide a base for managing digital records and support the Digital Archive Programme. 
Archive Formats & Media: At the present time, there are limited standardized media formats to support the digital preservation of records of potential long-term or archival value. 
· UNICEF has accepted IXOS procedures as standard for SAP 
· Alternate standards have been implemented for in-house developed ProMS

· UNICEF’s RAMP-TRIM stores desktop application documents and other items in their native format. The software comes with a viewer that allows viewing of many earlier document items without maintaining the licenses for the native software.
· In terms of media, UNICEF implemented the SAN as standard with regular structured backups onto tape.  
· Joint work between IRAM and ICT is ongoing in the area.  The IRAM staff are working within UNICEF to raise awareness of digital records management issues and to provide guidance on the requirements to effectively manage digital records.  The success of this DAP project is considered critical to these efforts.
2.4 Data Access and Integrity

· UNICEF provides remote access to the Intranet to all authorised staff and to critical applications like SAP, for staff designated as critical in crisis support. [This does not  required a dedicated laptop]

· There is currently a project underway for granting remote access to e-mail via web to all staff. A critical element that is being included in this project is the elimination of traces that may allow unauthorised individuals to gather information about UNICEF’s networks & applications from public-access computers previously used by UNICEF staff..
· Digital signatures are not currently used although some business units have started evaluating its use.
· UNICEF has migrated data successfully between a number of applications with no apparent loss of valuable data.
As users begin to rely on digital versions of records and e-mails over time, it will be important that UNICEF ICT and IRAM implement procedures to ensure that both systems and the records/data they produce can be shown to be reliable and have integrity (FootNote: please explain?
).  Approved organisational policies and procedures must support the capture, storage and management of relevant, and potential long-term value digital records in place of paper.  

2.5 E-mail messaging and retention

· Users are trained in how to save e-mails

· Lotus Domino is used for e-mail. 
· Users determine retention/destruction methods for e-mail.  
· Each user is allocated a certain amount of space in the SAN that is centrally backed-up. Otherwise, users are expected to “archive”  messages to their local computer and are responsible for corresponding backups. 
E-mail is replacing paper as the official means of communication.  As such, there is a need to ensure that users have a means to capture e-mails as part of their regular “filing” practice, rather than as separate documents.  E-mail backups without reference to other related data or attachments do not necessarily provide the needed contextual information to evaluate  past events and activities.  It will be necessary to develop a means to ensure that e-mails are captured as part of the day to day business operations within UNICEF (
noteform ICT: please explain a bit more – see one proposed explanation below for entium to confirm this is what was implied).
General Conclusions


Records of long-term value are being retained on both paper and in electronic format in a number of the applications listed above.  In some cases, only digital versions of the data are being retained; in other cases, it the paper version that is being solely retained.  However, the not all records are identified and captured in specific formats which would support a Digital Archive Programme.

The backup media storage varies across UNICEF, depending on the nature of the hardware that is being backed-up and the retention period of such backups.  As the Digital Archive Programme is implemented, standards for appropriate media should be reviewed. A preservation strategy, including non-transactional data as well as data stored in individual PCs,  will be an important component of the ICT strategy as more and more digital records are created and maintained.  

It will be important to ensure that policies and retention schedules for archived data are further developed and made more explicit. Retention requirements should be incorporated into the system development process to facilitate future access, retrieval and disposition/preservation. Non-financial data require special attention; in this regard, as noted above UNICEF supports an early commitment to Phase 2 of the WGARM Appraisal Decision Assistance [ADA] Project.

� The related  Common Service "Appraisal Decision Assistance" Project Phase 2, deals with a) addressing the considerable gaps for many types of UNPOs records [programme, external relations, management etc]. b) establishing or validating values and recommended retention periods for generic records as well as   c) obtaining a tool for the UNPOs to easily update and share recommended or authoritative decisions for generic record series  Status of the ADA  UN/CS/RAI/USAA-DB01/2003-00279, 317The related  Common Service "Appraisal Decision Assistance" Project deals with establishing values and addressing the considerable gaps for many types of records [programme, external relations etc].   see Status of the ADA  UN/CS/RAI/USAA-DB01/2003-00279 - 317


� .  UNICEF ProMS Data archival Process & User manual ProMS Administration . 1. FO initials request to HQ for data archival. 2. FO runs data archival locally. See notes for detail UN-CS-RAI-USAA-DB01-2005-00167


� “Trustworthy systems” from Glossary and reference


� Is the concept that:   e-mail as a “real world” and de-facto business record must be captured within the normal course of business without an unreasonable “overhead” placed on staff who have increasing demands on their time. It can not be assumed individuals will easily remember how to navigate various systems and separate stores for the a) email and b) attachments, c) working drafts of electronic documents, d) electronic docs of their work group(s), and e) original documents published to intranet or internet etc. A tool to easily and uniquely  register items produced by different applications and to search across the various stores is required.


� see footnote 1 above for detail
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